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Abstract—Assuming that decision fusion is employed for
detection in a distributed sensor network (DSN), what is the
best sensor deployment strategy to satisfy specific detection
and false alarm rate requirements? This is the fundamental
question we address in this paper. Towards this end, we
propose a novel treatment of the deployment problem
in the context of optimal control theory. Specifically, we
model the deployment problem as a linear quadratic
regulator problem, with the deployment locations serving
as control parameters. Within this framework, we propose
a sequential sensor deployment algorithm. We compare
the performance of the proposed algorithm against that
of a greedy algorithm. Simulation results, show that the
proposed algorithm can save up to 40% in the number of
sensors used relative to the greedy algorithm.

I. INTRODUCTION

In DSN based detection systems, a number of sensors
(with limited sensing and communication capabilities)
are deployed in an area of interest with the goal of
detecting an anomalous phenomena or target. For a
detection system to be reliable, it has to meet certain
minimum detection and maximum false alarm require-
ments. One can use fusion techniques combining data
or decisions from multiple sensors in order to meet
false alarm/detection performance requirements. Due to
limited sensing capabilities, the performance of any DSN
based detection system is dependent on the number of
available sensors, the fusion technique employed as well
as the sensor locations within the area of interest.

In a DSN , information fusion [1] can be used to meet
false alarm and detection requirements simultaneously.
In [2], sensor deployment in a DSN employing value
fusion was investigated. In value fusion, the average
of unprocessed measurements from multiple sensors
is compared to a decision threshold. The authors use
the Constrained Simulated Annealing (CSA) algorithm
in developing low complexity deployment algorithms.
In decision fusion, sensors detect a target/phenomena
and send their decisions to a fusion center. Decision
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fusion offers the advantages of being more power and
bandwidth efficient than value fusion. In [3] and [4],
a detection decision is made if at least one sensor
reported a detection decision. However, the overall false
alarm requirements were not included in the proposed
algorithms. In [5], instead of detection probability, the
authors use the path exposure criteria decision fusion
based DSN. However, their deployment algorithm is
heuristic in nature. In [6], deployment occurs along a
one dimensional line and the deployment positions are
uniformly spaced. The authors find the optimal spacing
distance between sensors so as to satisfy detection and
false alarm requirements. However, deployment in a 1-
D space is not realistic. Additionally, mandating that the
sensors are equally spaced might require more sensors
than are really needed to satisfy requirements. In sum-
mary, prior efforts in sensor deployment strategies that
account for decision fusion are either heuristic or overly
simplistic.

In this paper, we study the sensor deployment problem
in a decision fusion based detection system. Here, sen-
sors then send their decisions on the presence/absence of
a target to a fusion center (FC) that employs a majority
rule in order to make an overall detection decision. Given
a fixed number of sensors, our goal is to develop a
deployment strategy that will result in satisfying the
false alarm requirements while minimizing the difference
between achieved and required detection probabilities in
such a system. Under this scenario, we propose a novel
framework for the solution of the deployment problem.
We model the deployment problem as an optimal con-
trol problem. Specifically, the deployment problem is
modeled as a linear quadratic regulator (LQR). In an
LQR problem, a system’s state value evolves linearly
with respect to its previous value and with respect to a
control vector. The goal in an LQR problem is to find
the optimal control vector that results in minimizing a
weighted squared error cost function. Towards this end,
we derive an linear approximation of the effect of adding
a sensor on the difference between achieved and required
overall detection probability, which corresponds to our
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system state. The control vectors at each discrete step in
the evolution of the system correspond to the position of
the sensor to be deployed. Furthermore, the squared error
between achieved and required detection probabilities
serves as the cost function in the LQR problem. Solving
for the optimal control vector is equivalent to solving
for the optimal sensor deployment positions. One can
sequentially solve for the control vector (i.e., sequentially
deploy sensors), by solving the set of Karush-Kuhn-
Tucker (KKT) conditions associated with the LQR prob-
lem. We employ the sweep method, which is commonly
used to solve for the control vectors in an LQR problem.
The performance of the proposed algorithm is compared
against that of a greedy deployment algorithm. Simula-
tion results show that using the proposed algorithm it
is possible to save as much as 40% in the number of
sensors compared to the greedy algorithm to meet the
same requirements.

II. SYSTEM MODEL

The area of interest is modeled as a grid G of IV, x IV
points. The required false alarm/detection probabilities
at all points in the grid are arranged in two N, N, x 1
vectors denoted by p?eq/ p’ 4, respectively. We assume
that sensors have an exponential sensing model [7].
Specifically, if the distance between a sensor and a point
of interest is d meters, then the probability of the sensor
detecting a target located at that point pgetect 1S given
as

e fd<R
Pdetect =\ ifd> R (D

where, « is a decay rate that depends on sensor design
and R is the detection radius. We assume that all sensors
to be deployed are identical and have a common « and
R. We further assume that all sensors have a common
false alarm rate of p}.

In a general decision fusion based system, sensors
make local decisions regarding the existence (hypothesis
Hy) or absence (hypothesis H) of a phenomena/target.
The local decision u; made by the ¢-th sensor corre-
sponds to the index of the hypothesis decided upon. Lo-
cal decisions from multiple sensors are communicated to
a fusion center where a global decision ug regarding the
two hypothesis is made. In our model, the fusion rule we
employ is the counting rule. Assuming k sensors report
their decisions to the FC, then the decision statistics U
is given as U = Zle u;. The decision rule corresponds

to
UQ:{

1 (i.e., H; is true)
0 (i.e., Hy is true)

ifU>T

ifU<T @)
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where, T is the decision threshold. Therefore, the sys-
tem’s overall false alarm and detection probabilities at
the j-th grid point with %k sensor decisions (pl}(j) and
pk(4), respectively) are given as

Pr(U >T(j) | Ho is true) 3)

Pr(U >T(j) | Hy is true) 4)

pi) =

pa(i) =
The decision threshold 7'(j) is chosen so as to sat-
isfy the false alarm requirement p';“/(j). We arrange
the achieved (after sensor deployment) false alarm and
detection probabilities in two IV, N, x 1 vectors p’; and
p", respectively.

The problem of interest in this paper, can now be
stated as follows: Determine the positions on the grid
where a given number of sensors (K) are to be deployed
in order to minimize the squared difference between
achieved and required detection probabilities, while not
exceeding the permissible false alarm requirements.
Mathematically, it can be stated as follows

>

3:pg (3)<py"(4)

argmin (5 () = Py(4))?

pf <p}”’

1Tu=K ®)

subject to {
where, u is the deployment vector. The deployment
vector is an NN, x 1 vector. Its entries indicate the
number of sensors at each point on the grid, and take
values of either 0 or 1. 17 indicates the transpose of
an N, N, x 1 vector, with all entries set to 1. Note that
in Eqn.(5), the squared error is taken at the grid points
where detection requirements are not satisfied.

III. OpTIMAL CONTROL FORMULATION

Noting that the deployment vector u in Eqn.(5) is a
binary vector, one can view the deployment problem
as an integer programming problem. However, integer
programming problems are NP-hard and are computa-
tionally expensive to solve especially for a large number
of optimization variables (N, x N, in our case). Our
approach to solving the deployment problem relies on
modeling the approximate effect of sequential deploy-
ment of sensors on the overall false alarm and detection
probabilities at the different grid point. However, we
note that this approximation is only used for deployment
purposes and after the sensor is deployed, the actual
resulting overall detection probability is calculated, and
used in our proposed system evolution model. This
means that any discrepancy between using the approxi-
mate value and the actual one will be accounted for and
corrected with the evolution of the system.
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A. System approximation and linearization

Since sensors have a common false alarm rate p;,
the decision statistics U under hypothesis Hy follows a
binomial distribution with parameters p} and k where k
is the number of sensors. Therefore, the overall false
alarm probability at the j-th point with k(j) sensors
covering this point is given as

pi(j) = Pr(U =T(j)|Ho) (6)
b k

= > (Depra-mr o
n;=T() ~ "’

On the other hand, the overall detection probability
can not be easily characterized. This is due to the
dependence of a sensor’s detection probability on the
distance separating it from the point of interest. For
illustration purposes, suppose that the point of interest
(y) is observed by 3 sensors; sj, s2 and s3. Denoting
the detection probability at the i-th sensor as pj, and
assuming that the threshold 7' is set to 2, then the overall
detection probability at the j-th point is given as

pa(j) = Papada + Padava + dapava + pavapa (8
where, ¢, = 1 — p). However, since the sensors’
detection probabilities depend on the distance to the
point (5), pa(j) is a stochastic r.v. with different possible
realizations. Considering all different realizations is a
computationally intensive process. Therefore, for math-
ematical tractability, we consider the ensemble average
of p4(j) denoted by p,(j). Assuming that the sensor
decisions are independent, it is possible to express P (j)
as

Pa(j) = PaPida + PadaPa + dabaPq + PabaPa (9
where p, refers to the average detection probability for
the i-th sensor and q;, = 1 — p,, . The average is
calculated using the detection probabilities at all discrete
points within the circle of radius R. Since we assume
that sensors are identical, it then follows they share a
common average detection probability which we denote
by p;. The average overall detection probability can now
be approximated as the ccdf of a binomial distribution
with parameters D and (k). Let X ~ B(k,p) denote a
r.v. X, that follows a binomial distribution with success
rate p and k trials. It is possible to approximate the ccdf
of X as [8]

x — 0.5+ np 1

- vE(E=05np,

Pr(X >z) =~ Q( (10)

14+e
where ¢ = 1—p, and Q(-) is the ccdf of a standard Gaus-
sian distribution. Therefore, it is possible to approximate
pS(J ) (j), the average overall detection probability at the
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j-th point when k() sensors are involved in the decision
process as

T(5) — 0.5 — npj
(-]) — 7gpd) (11)
k(5)Pa Ta
where ¢ = 1 —p. Using the approximation in (10) and
rearranging the terms in Eqn.(11), we get
1 k(5)p5+0.5—=T(y
R DIV (J)Pa + ale N
1— 557 (j) k(3)Pa 4
threshold as T%()(4), it is possible using Eqn.(12) to
express mF () T1(5) as follows

G ~ Q

In(
12)

—1). Denoting the decision

B B B — sk@+1(5
MO (G) =m0 () 4 ya( P00

Xk ()

) — e m™I (5)
k(3)py a;

(13)
where, §5(7)+1(5) is the change in the decision threshold
(quW”Wﬁ==TWN7+5WH%?)aw>:

k() +1
\V kj(]) > and Y5 =

approximates the effect 0% addmg of a sensor on the
average overall detection probability. The false alarm
probability requirement is always met by a proper choice
of the decision threshold. Let p"“?(j) denote the re-
quired detection probability at point (5), then m"™4(j) =

ln(% 1). Furthermore, define z°()(5) as

"9 () = m*U) (5) — mrea(j) (14)

then it is possible to express the change in z(5)*\7) after
adding an additional sensor as

PGy = (11— V()T 2F 9 () + Yeym" “4(7)
\/>( p _6k )+1( )
ak(])\/ pd Qd

Considering all points on the grid, then it is possible
to express Eqn.(15) in matrix form as

15)

Xp+1 = Apxy + Bruyg (16)

where, the matrix subscripts refer to the total number
of sensors deployed in the grid. The matrix Ay is a
square diagonal matrix of dimension N, N,,, where the j-
th diagonal element corresponds to the j-th point on the
grid and is given as A(j,j) = (1 — (). The matrix
By, is also a square matrix of dimension N;N,. The
(j,1)-th entry corresponds to the change in the average
overall detection probability at the j-th point on the
grid if a sensor were to be deployed at the ¢-th point.
If the distance between points (i) and (j) is less than

N ﬁi“s(j)k(j)Jrl o ) req( ;
R, then Bk(]al)—ﬂ(akmm) Vr(5)M (4)

otherwise it is set to 0. Here, uy is the deployment
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vector, which indicates the positions of sensors that are
to be deployed at each point of the grid.

Note that the squared error (SE) between achieved
and required detection probabilities, can be described as
the weighted quadratic norm of the state (x;) of the
system described in Eqn.(16). Therefore, the deployment
problem in Eqn.(5) can be restated as

K-1
1 1
argmin J = ~Xp QX + = Z (xi Qx; + ui Ruy,)
an 2 2 =
bl <}
subject to Xp4+1 = Apxp +Brug, £=0,..., K —1
1Tu=K

a7)

where, Q, Qf and R are symmetric positive definite
weighing matrices. To avoid incurring a penalty for
satisfying/exceeding detection requirements, the error
terms corresponding to a point where the detection re-
quirement has been met/exceeded is set to zero in J. The
optimal control problem corresponding to our system
is the linear quadratic regulator (LQR) problem. For
the system described in Eqn.(16) and the cost function
J in Eqn.(17), it is both necessary and sufficient for
the optimal vectors to satisfy the set of Karush-Kuhn-
Tucker conditions associated with the LQR problem [9].
One can solve the for the sequence of optimal vectors
using the sweep method [9], in which the optimal control
vector is given as

u, = -ST'RT'BI P 1 Arxy (18)

where, the matrix S is of dimension N, N, x NN, and
is defined as

S=1+R'B/P,,,B; (19)

where, P}, is a square matrix of dimension N, x N, and
is the solution of the Riccati equation associated with the
LQR problem [9] and I is the identity matrix. In order
to have a binary integer solution, a 1 is placed at the
index where uy is maximum and a O is placed at the
remaining positions.

IV. DEPLOYMENT ALGORITHM

In order to guarantee that both false alarm and detec-
tion requirements are met, we propose the optimal con-
trol based algorithm illustrated in Algorithm 1. Giving
more importance to satisfying the false alarm require-
ments, in the first while loop the algorithm determines
the points (I5) at which false alarm requirements are
not met. Giving a higher priority for sensor deployment
at these points, will give more freedom in choosing
the suitable decision threshold which will facilitate sat-
isfying the false alarm requirements at those points.
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Algorithm 1 Optimal Control Based Algorithm
1: Inputs: p;fq, p, % and K
2: Outputs: u, pffand pf
3: Initialization: u = 0and k = 0
4: while p; > p’“and k < K do
5: Find I; s.t. p;eq(fts) < p’;(L;)
Solve for uy using Eqn.(18)
Find imax S.t. uk(’imax) 2 uk(z’), Vi € L;
Deploy a sensor at grid point imax (i.e., set
u(imax) = 1)
9:  Increment k
10:  Change detection thresholds
11:  Calculate p’fc and p’Ji
12: end while
13: while p% < p/and k < K do
14:  Find I s.t. p;eq(](;) > p’;(][;)
150 Set x(j) = 0, Vj € Is (equivalent to taking the
SE at unsatisfied points )
16:  Solve for ug using Eqn.(18)
17: Find imax s.t. uk(imax) > llk(’L'), Vi € Iy
18:  Repeat steps 8-11.
19: end while

® 2D

After calculating the deployment vector uy, a sensor
is deployed at the the point in I; that corresponds to
the entry with the largest value in wy(ls). This will
have the additional effect of satisfying the detection
requirements at these points. In the case that false alarm
requirements have been met at all points, the second
while loop is concerned with meeting the detection
requirements. The contribution of the points Is, at which
detection requirements are not met, is considered in
calculating the deployment vector uy. This is done by
setting entries in x corresponding to points with satisfied
requirements to 0. After each sensor deployment, the
decision thresholds are modified in order to satisfy the
false alarm requirements. The algorithm terminates when
all available sensors are deployed or, if K is sufficiently
large, when all detection requirements are met.

V. SIMULATION RESULTS

In this section, we compare the performance of two
deployment algorithms, namely: a greedy algorithm and
the optimal control based algorithm. In the greedy
algorithm, sensors deployed at the grid point where
the maximum difference between achieved and required
detection probabilities occur. In the first experiment, the
area of interest is modeled as a uniformly spaced 25 x 25
grid. Sensors to be used are identical and share the
parameters « = 0.1, R = 6, and p;; = 0.05. The
false alarm and detection requirements are uniform over
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TABLE I
MINIMUM NUMBER OF SENSORS REQUIRED BY EACH ALGORITHM

pgeq Greedy | Optimal
0.6 21 16
0.7 32 21
0.9 60 47
TABLE 11

MINIMUM NUMBER OF SENSORS REQUIRED BY EACH ALGORITHM

p;“q Greedy | Optimal
0.05 27 22
0.01 33 23
0.005 48 41

the grid. The number of sensors needed to satisfy the
requirements as reported by each algorithm is for differ-
ent detection probabilities. The false alarm requirement
is set to p;eq = 0.01. Numerical results are shown in
Table I, where it is evident that the optimal control based
deployment algorithm use a fewer number of sensors
than the greedy algorithm. The proposed algorithm em-
ploys as 34% fewer sensors than the greedy algorithm
to satisfy required detection/false alarm requirements.
In the second experiment, we study the performance
of the deployment algorithms as the false alarm rate is
varied. The setup of the second experiment is similar to
that of the first experiment. The detection probability
requirement is set to p’*Y = 0.8. Using the optimal
control based algorithm, the savings in the number of
sensors used can be as high as 25% in comparison to
the greedy algorithm as shown in Table II .

We finally compare the performance of the algorithms
when the detection requirements are not uniform over the
grid as in Fig. 1. In this case, while the greedy algorithm
requires 37 sensors, the optimal control based algorithm
only needs 22 in order to satisfy the same requirements.
This corresponds to about 40% reduction in number of
sensors relative to the greedy algorithm.

Simulation results illustrate that the proposed deploy-
ment algorithm outperforms the greedy algorithm with
respect to the number of sensors needed to satisfy the
detection/false alarm requirements. This is due to the fact
that the proposed algorithm incorporates more informa-
tion in making the deployment decision than the greedy
algorithm. In the greedy algorithm, sensors are deployed
based on the effect the addition of a sensor will have
on a single point. In contrast, the proposed algorithm
incorporates the approximate effect the deployment of
a sensor at any candidate position will have on all the
points that fall within its detection radius R.
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Fig. 1. Required Detection Probability Profile

VI. CONCLUSION

In this paper, we investigate the sensor deployment
problem in a decision fusion based DSN system. Specif-
ically, we determine the minimum number of sensors to
be deployed, as well as their positions in a grid in order
to meet both false alarm and detection requirements. We
use optimal control theory principles to model deploy-
ment as an LQR problem, and develop a sweep method
based deployment algorithm. Performance comparison
against a greedy deployment algorithm illustrates the
advantages of the proposed algorithm. For given detec-
tion/false alarm requirements, the savings in the number
of sensors required can be as much as 40% relative to a
greedy algorithm.
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